
Sentinel
Military Surveillance
US

Soaring Dragon
Military Surveillance / Attack
CN

X45C
Military Surveillance / Attack
US

Mantis
Military Surveillance / Attack
GB

nEUROn
Military Surveillance / Attack
FR/IT/SE/GR/CH/ES

Reaper
Military Surveillance / Attack
USA/GB/FR/AU/IT/NL

Barracuda
Military Surveillance / Attack
DE/ES

Hermes
Military Surveillance
IL/US/GB/BR/HR/GE/AZ/
CO/MX/SG/CY

AR Parrot
Consumer photography
US

Aeryon Scout
Domestic Surveillance 
CA/SA/LY

Air robot
Domestic Surveillance 
UK

Heron
Military Surveillance
IL/IN/DE/TR/CA/AU

Hummingbird
Military Surveillance / Attack
US

WASP III
Military Reconnaissance
US/FR/AU/SE

Raven
Military Reconnaissance
+20 countries

Killer Bee
Surveillance
US/TR

Fire Scout
Military Surveillance / Attack
US

Rustom I
Military Surveillance
IN

Harpy
Military Attack
IL/TR

Scan Eagle
Military Surveillance
US/GB/CA/MY/CO/NL/JP/PL/SG/TN

Shadow
Military Surveillance
US/AU/IT/PK/RO/SE/TR

Herti    
Surveillance
GB 

Predator
Military Surveillance / Attack
US/IT/MA/EG/SA/ AE

Avenger
Military Surveillance / Attack
US

Global Hawk
Military Surveillance
US/DE

X47C
Military Surveillance / Attack
US

Eitan
Military Surveillance
IL /DE
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Specifications:
Length: 64 inches 
Weight: 100 lbs

Seeker CIG CAS
Guidance 
Section

Warhead Section Propulsion Section
PC MC

M
Q
-1

PR
E

D
A

T
O

R G
LO

BA
L D

R
O

N
E

 D
E

PLO
Y

M
E

N
T

  U
.S. M

ILITA
RY

ذ�ؔ٪صٺϭؕ�٪؟ثرٰ�ؔٺؕڂ؞ٵ�ذ�ٚٵǙ٬�Ƨٺٵ�Рؘ�٤ؘؔٻ٧ٵ٦ؔ�ٰƓٵ؞ϭٵ�ضٺؕ؞ٵ٤

FO
R

 U
N

O
FFIC

A
L U

SE O
N

LY (FU
U

O
)

ϪΧ
Ϯϣ

�Ϫ̡
ػ�
ϧϭ
έΎ̯

�ϲ
Ϥγ

έ�
ήϴϏ

�Ω
غ�

ί
Ϯϳ

ϪΧϮϣ�Ϫ̡ػ�ϧϭέΎ̯�ϲϤγέ�ήϴϏ
�Ωغ�ίϮϳ

21ST CENTURY 
BIRDWATCHING
ϪϧέΎոسϏήϤ֕ϴ̡ػ�ϣ˻˺�Ω 

Our ancestors could spot natural predators from 
afar by their silhouettes. Are we equally aware 
of the predators in the present-day? Drones are 
remote-controlled planes that can be used for any-
thing from surveillance and deadly force, to rescue 
operations and scientific research. Most drones 
are used today by military powers for remote-con-
trolled surveillance and attack, and their numbers 
are growing. The Federal Aviation Administration 
predicted in 2012 that within 20 years there could 
be as many as 30.000 drones flying over U.S. soil 
alone. As robotic birds will become common-
place in the near future, we should be prepared to 
identify them. This survival guide is an attempt to 
familiarise ourselves and future generations, with a 
changing technological environment.

More than 87 nations in the world have drone tech-
nology, with over 200 types of drones. This docu-
ment contains the silhouettes of the most common 
drone species used today and in the near future. 
Each indicating nationality and whether they are 
used for surveillance only or for deadly force. All 
drones are drawn in scale for size indication. From 
the smallest consumer drones measuring less than 1 
meter, up to the Global Hawk measuring 39,9 meter 
in length. To keep this document widely available 
it can be downloaded in .pdf or .doc format. More 
translations are available on the website.

DRONE SURVIVAL
GUIDE

Ϯ̰ΗϮϟ�ϪϮϠϴ̡ػ�Α�Ω
ΩϮ֢έϻ�Ζ֣ϳΎ̡�Ω

ϱ֛ϳΩΎϳ�ϩήγ�ϪϣΎϧ�Ϫ �̡έϮδϨγ
���ϲη�ϰϟϮϣϮϠόϣ̢ػ�η�ϭػ�ըέϭ�Ω�ϪΨոغ�ήϟ�Ϫϟ֣ػ�ϧ�ΕέήΣ�Ω�ϥΎδϧ�Ω�Ω̩ػ��

ϪϮϠϴΑػ�Α�Ω�Ϯո�ήΗغ�Ω�ϪΘηغ�έΎ ػ�έϻ�ήϴϤη�Ϯϳغ̩� �̩ϩΩػ� �̯ϝΎΣػ�γΪ �̡Ω�
ϮΗΎγϭ� �̡ϥΎը�ϪΨո�Ϯ̰ΗϮϟ.

Ή֕ �̯ϩΎϨ �̡ϥΎը�ϪΨո�ϱέϮϴγ�ϮϴϧΩϭ�ϭ�Ϯϧϭ�Ω��ϪϧΪϴՙ ˺��ըέϭ�Ωػ̡�
ϧΪϴՙػ �̡Ω�Ϣϫ�Ύϳ�ϭس�ϠΧϭ�έΎ �̯ϝϭր�Ϫ ϧΪϴՙػ̡� Ϩը�֕ϴךόΒρ�Ω�Ω�ϪΨո�ϮϮΑ�ϲϠػ̡� �̡Ω�

ΉϭέΎ̯ϭ�ϝΎΟ.
ϭΰϴϧΎ �̡ϭػ�ϧϭ�Ω�Ϣϫ�Ύϳ�ϭػ� �̯էϨϣ�Ϫ �̡ϮϴϧΩϭ�Ω�ϮΨϟ̢ػ�η�Ω��ϪϧΪϴՙ �˻��η�Ω̢ػ̡�

ϮϧϮϏή �̩Ω�ήϮϣ�Ω�Ϣϫ�Ύϳ�ϭ�ύή �̩ϲγϻ��Ή֕ �̯ �̡ϪϧϮϧΎըغ�Ϊϧϻ�ϪΨո�ϮϧΎΗΎΒϧ�
Ω��ΉϭέΎ �̯Ϫϣ�Ϣϫ�ϲϳ�ϩέΎ̢ϟ�Ϧϭغ�ήϴϟ�Ωػ� ΘΣ�ϭ�ΊϠΧ�Ϫϣ�έΎػ�ΩήΗغ̩� �̯ϪΨո�
Ϫ֣ϧ�Ϫ �̡ϩήγػ�ϧΎγ�Ϫ �̡ϲ̯ϮΗ�ϪϏΩ�ϰ̰ΗϮϟ�ϪϮϠϴ Α�ϝΎΤϣ�ήػ̡� �̡ΖϳέϮϣΎϣ�ϲϨ̢η�

ϲη�ϯϻϮ̯.
ϭ�ϲϳϭ�ϪΗέϭػ�ϠΒϤ �̯ϲϳϮϫػ� ϠΒϤػ̩� �̯ΖϟΎΣ�ϱέήτο�Ω��ϝϮՙ �̡ΕέήΣ�Ω��˼�
ωΎόη�ΕέήΣ�Ωػ� �̩ϲη�ϯϻϮ �̯ϱϭ�ϱϮη֔غ�ϮΟ�ϪΨո�ϭΩϮϣ�ϡϮϧ�Ϫ �̡ήϠϳΎϣ�Ω�
ϞΘγϮϏ̢ػ�η�Ω�ϝϭր�Ϫ Ϩ̢ػ̡� �̩Ωػ� ϠΒϤػ̩� �̯ϲϳϮϫ���ϱ̯֕ϭ�ϯϮϴϨΨϣ�ϪΨո�ϮϧΎי�

ϭ��ϱϮ �̯ϯϮϴϨΨϣ�ϪΨո�ϮϟϮϣϮϠόϣ�ΩϮϧΎי�ωΎόη�Ω�ΕέήΣ�Ω�ϥΪΑ�Ωػ�γΎΘγ�ˬϱ֛ϴ̯�
ϲΘϧΎγ�˽ �˹ϭ�Ωήי�ϲΘϧΎγ�˼ �˿Ω�ϪΟέΩ�ΕέήΣ�Ωػ� ػ̩� �̯ϱ֔ϭ�Ϫ �̡ϪךϧέΪϤϫ�
ϭػ�ΟέΩ�ΕέήΣ�Ω�ϥΪΑ�Ωػ� �̩ϯϻϮ �̯ϲθϧغ�ήϤϴ �̯ϪϏΩ�Ϯϧ�ˬϱϭ�էϨϣ�ήΗ�Ωήי�

ϱ̯֕ϭ�ήϴ̡ϮΗ�էϨϣ�ήΗػ�ΟέΩ�ΕέήΣ�Ω�ϯΎը�ϩΎηϭϮΧ.
ϲϧΎϓϮρ�ˬϲיϮϟ�ˬΩΎΑ�ΰϴΗ�Ϫ ΗϮϟ�ϪΗϮϠϴ̰ػ̡� Α��Ίη�ϪϤΗ�Ϫػ̡� �̡ϪΗ�Ϯϫػ�ΑήΧ��˽�

ΉϻϮ �̯ϲθϧ�ΖϴϟΎόϓػ� �̯Ϯτϳήη�ϮΘΨγ�Ϫ �̡Ϯϫ�Ω�Ϣϫ�Ύϳ�ϭ�ϥέΎΑ��
ϭ�ϞϳΎΑϮϣ�Ω��ΊϠΧ�Ϫϣ�έΎ �̯ϪΨո�ϮϠϳΎγϭ�ϮϟϮϴϧϮ̰ϳ֔�Ω�ϲ̰ϧϭήϟ�Ϣϴγػ�Α�Ω��˾�
ϩήγ�ήτΧ�Ω�ϮϟΪϴϣϮϠόϣ�Ω�ϯΎը�Ωػ�γΎΘγ�ϪΑ̰ػ�ϳ֔�δϨΑ�ή �̡βϳ�ϲ �̡ϲΟ�Ϣϫ�Ύϳ�

ϱ֕ �̯Φϣ.
Ϣϫ�Ύϳ�ϭ�Ϯ̯ϮΗ�ϲ̰ϧϭϮ �̯αΎ̰όϧغ�ΪϧΎΑ�Ζ �̩Ϫ �̡έϮ �̯Ω�Ϣϫ�Ύϳ�ϭ�ήϮϣ�Ω��˿�

ϱ֕ ήϤϴغ�ηϮθϐϣػ�τϠϏ�ϭػ̯� �̯Ϯ̰ΗϮϟ�ϪϮϠϴ .Ϯ�ϮθϴηΩػ�Α�Ω�ϪΑ�ϝΪϨϴηػ̡�
ϥΎδϧ�Ω�Ϣϫ�Ύϳ�ϭ�ϪϤδΠϣ�Ϟ̰η�Ϫ �̡ϥΎδϧ�Ω��ϝϭέΩϭ̰ػ�թϧΎϧ�ϩέΎ̢ϟ�ϮϟϮτϠϏ�Ω���̀�
Ϫ �̡Ύ �̩Ϯϳ�Ϣϫ�Ύϳ�ϭ�ΪλήΗ̰ػ�ΗϮϟ�ϪϮϠϴ �Α�Ω�ϮոήΗ�ΉϭέΎ̯ϭ�Ϫ̰թϧΎϧ�ϩίΪϧ�Ϫ̡ػ̡�

Ή֕ �̯ςϠϏ�ΕΎϣϮϠόϣ�ϩ֔.

ϲη�ϯϻϮ ػ̯� �̩ϡϮ �̯ϱϭ�ϝΎΒϨγغ�ΪϧΎΑ�ϭήϣΎ �̯ϱϮϗ�ϭήϳր�Ϫ �̡ϰ̰ΗϮϟ�ϪϮϠϴ �Αػ̡�
Α�ϩήΗΎϳί��ϱ֕ػ �̯Ϊϴ �̡ϪΨո�ϲϟϭ֔Ϯϟ�ϩήΘϣϮϠϴ �̯Ϯո�Ωغ�ήϮϣ�Ϣϫ�Ύϳ�ϭ�̮ϠΧ�

Ωػ� �̩ϱϭ�ϝΎΒϨγ�ϪϠϴγϮ �̡ΰϨθϳϭ�ϳΎϧ�Ύϳ�ϮϧϮϨϴΑέϭΩ̢ػ�η�Ω̰ػ�ΗϮϟ�ϪϮϠϴ̡�)/,5�

HACKING
DRONES

Α�Ωػ�Α�Ϯ̰ΗϮϟ�ϪϮϠϴ̡ػ
ϮϟϮ̯�ϩέΎ̯

Drones are remote controlled. The pilots operating 
the drone can be thousands of kilometers away at 
ground control stations. The control link is the 
satellite transmitted datalink by which the pilot 
controls the plane. By jamming or intercepting the 
datalink, one can interfere with the drones controls. 
The data link is sometimes encrypted but not always.

ϲη�ϯϻϮ �̯ϥΎϮϠϴ �̡Ϯ̰ΗϮϟغ�ΩΩ��ϱ֛ϴϟϭήΘϨ �̯ϪΨոغ�ήϟ�Ϫϟ̰ػ�ΗϮϟ�ϪϮϠϴ �Αػ̡�
ϝϭήΘϨ ήϟ�ϪΨո�Ϯϧϭΰ̯ήϣ�ϲϨ̰ϤըΩ�ϩήΘϣϮϠϴغ̯� �̯ϪϧϮיέί�Ϫ �̩ػ�ΗϮϟ�ϪϏΩ̰ػ̡�
ϰ̰ϧϭΪϳΩ֛ϴϟ�ϪτγϮ �̡ϳϼՙγ�Ω�Ϫ̰ϳ̰֔ػ�ϧϭΪϴϟϭήΘϨ ػ̯� �̯Ϯ̰ΗϮϟغ�Ϊ �̡��ϱ̯֕�
ϪϮϠϴ Α�ϪϏΩ�ՖϮϠϴػ̡� �̡ϪτγϮ ػ�ϐϫ�Ωػ̡� �̩ϩΩ�̮Ϩϴϟ�Ύր�Ύϳ�Ϫ̰ϳ֔�ϮΗΎϣϮϠόϣ�Ω�

Ϯϳ�ˬϩήγϮϟϭΪϴ �̯րϭցי�Ϣϫ�Ύϳ�ϭ�ϮϟΪϴ �̯ϡΎΟ�ΎϳϮϠΘ֣ϧ�Ϫ �̡̮Ϩϴϟ�Ύր��ϱϮϟϭήΘϨ �̯Ϫ̰ΗϮϟ�
ϪϏΩϭ���ϱ̯֕ϭ�ϪϠΧΪϣػ� �̯ϮϟϭήΘϨ �̯Ϫ ΗϮϟ�ϪϮϠϴ̰ػ̡� ػ�Α�Ωػ̡� �̩ϲη�ϯϻϮ �̯β̯�
ϯϻϮ̯έϭ�ϥϮϟΪΑ�ϪΗ�ϞϨךγ�րϮ �̯ϲϳΎϨ֣ϳήΑ�̮Ϩϴϟ�Ύր�Ω�κΨη�ϰ̰ϧϭϮ �̯ϪϠΧΪϣ�

ϱ֛ϴ �̯Ϫϧػ�γΩ�ΖΧϭ�ϩήΗΎϳί�Ϫ �̡ϮΧ�ˬϲη��

ػ �̩ήϳϭ�ϓΎγ�ϝϭր�Ϯϳػ� �̩ϯΩػ�γΩ�ϲϳ�̮ϴϨΨΗ�ϱήμϋ�Ϯϳ��ϪϧϮ̰ϳή �̡�˺�
ϪτγϮ �̡ϰ̰ϧϭϭήΑήΑ�Ϯ̢ո�ϱϭ�ϲ�ϭ�ζϳր�ϳϼՙγΩ�ˬϱ֛ϴϣϮϧ�ήΒϳήי�ϯΎ̰γ�
ϪϮϠϴ Ϊغ�Α�Ω�ϩήγػ̡� �̡ϭ��ϱϮ ήغ̯� ո�Ύϳ�ϲδϨϳϮ̰ϳή̢ػ̡� �̡Ϯ̰ΗϮϟ�ϪϮϠϴ �Α�Ωػ̡�

ϲη�ϯΪϴ ήغ̯� �̡Ϫ̰ϳ֔�ϪΗέϭ�ϭ�ϪΨո̰ػ�ΗϮϟ.

ˬϝϭΩ֛ϴϟ�ϡΎϐϴ �̡Ωغ�ΪϧΎΑز�ցϴغ�יϮϳϮ̢ո�Ω�Ϣϫ�Ύϳ�ϭ�Ϯ̢ո�ϮϠϴΑ�ϼϴΑ�Ω��ϪϠΧΪϣ��˻�
ϱ֕ ήغ̯� �̡Ϫ̰ϳ֔�էϨϣ�ήΗ̰ػ�ΗϮϟ�ϪϮϠϴ Α�Ω�Ϣϫ�Ύϳ�ϭ�ՖϮϠϴػ̡� �̡Ωػ� �̩ϲη�ϯΪϴ̯.

ϲη�ϯΪϴ �̯ήՙϴϤδϧήΗ�βϳ�ϲ �̡ϲΟ�֔ϭ�Ω֛ϴϟ�Ω̯ػ�ϭ֔ϭ��ϝϮτϠϏ�βϳ�ϲ �̡ϲΟ��˼�
ϩΪϨըϮΧ̰ػ�ΗϮϟ�ϪϮϠϴ γ�ϦΠϏϭέΩ�βϳ�ϲךΑ�Ω�ϭ�ϱϭΩ֛ϴϟϭ�ϞϨػ̡� �̡ϲΟ�Ω̩ػ��
ϩήγ�ϝϭր�Ϫ ϠϴΑ�Ω���ϱ֕ךػ̡� �̯ΦϣΎΨϣ�ϲϳ�ϩήγ�ցϨΧ�Ω�ϭ�ϱ֕ ήغ̯� �̡ϪϧϮϤΘδγ�

ϥϭέغ�ΪϧΎΑغ�έϻ�ϲ̰ϧϭΪϴΒϳήΨΗ�ϪϠ̢Ψ �̡Ω̰ػ�ΗϮϟ�ϪϮϠϴ ػ�Α�ϪϏΩػ̡� �̩ϲη�ϯΪϴ̯�
ΖγΎ֣ը�ϩϮϳ�Ϫ �̡ϲϳ�Ύϳ�ϭػ�ϟϮΘ֣Η̰ػ�ΗϮϟ�ϪϮϠϴ ػ�Α�ϪϏΩػ̡� �̩Ω�ϰΘΣ�ϭ�ϱ̯֕�

ϲη�ϯϻϮ �̯ϪΘ̰ ػ֢� �̯Ϫ̰ϴϟ.

Sources: 
‘Health Ranger’s intelligence analysis of military drones: payloads, 
countermeasures and more’, www.naturalnews.com, July 16, 2012. 
By Mike Adams 
‘The Al-Qaida Papers - Drones’, This document is one of several 
found by The Associated Press in buildings recently occupied by 
al-Qaida fighters in Timbuktu, Mali. Associated Press, Feb 2013. 
‘Evading Thermal Imaging And Radar Detection’, United States 
Militia, Special Forces.

ϩ֔�Ϫ̡ϮΗέΎΒΨΘγ�Ω�Ϯ̰ΗϮϟ�ϪϮϠϴ̡ػ�Α�ϲըϮϓΩ�ϞϴϠΤΗ�ήΠϨϳέ�ϲϳΎϴΘϏϭέ�Ω
��Ϫ̡�έϮϧػ�γΩ�ϭ�ϝϮ̯�ϡΪϗغ�Ϊϧ֔ϭ�ή̡�ϮϟϮΧΎϧ�Ω�ˬϲ̯ϮΗ�ϲ̰ϧϭΪϳΩ֛ϴϟ̯ػ��Ϫ̰ΗϮϟ�Ϫ̡

ZZZ�QDWXUDOQHZV�FRP�ϝϮ̰ϴϟ��Ϫՙϴϧ�Ϫϣ˺˿ػ�ΘηΎϴϣ�Ω�ϯϻϮΟΩ�ϝΎ̯�ΰϳΩ֛ϳί�˻˹˺˻�Ω̯ػ���
ΰϣΩ�̮ϳΎϣ

�Ω̩ػ��ϱΩ�ϪΨո�ϮΗΎϣϮϠόϣ�Ϯϐϫ�Ω�Ϯϳ�ΕΎϣϮϠόϣ�Ω�ˬϩ֔�Ϫ̡�Ϯ̰ΗϮϟ�ϪΗϮϠϴ̡ػ�Α�Ωػ�Ϩ̰ϴϟ�ϩΪϋΎϘϟ�Ω�
ϩΪϋΎϘϟ�Ω̯ػ��ϮϧϮΘΧϭغ�Ω֛ϧ�Ϫ̡̩ػ��ϱΩ�ϱϮη�ϝΪϧϮϣ̯ػ��ϮϴϧΩϭ�Ϫϐϫ�Ϫ̡�ϪτγϮ̡�βϳή̡�ΪϴՙϴηϮγ�
ϝΎ̯�ΰϳΩ֛ϳί�˻˹˺˼�ˬβϳή̡�ΪϴΘϴηϮγغ��ϭغ�Ϯη�ϝΎϐη̯ػ��έΎ֢Ϯ̯ϮΒϤϴ�Ϫ̡�ϲϟΎϣ�Ω�ϮΨϟ�ϮϟϮϠγϭ�

ΖηΎϴϣ�ϱέϭήΒϓ�Ω.
ϱ֕ךϧΎը�ˬϪθϴϠϣ�ϮΗϻΎϳ�ϩΪΤΘϣ�Ύ̰ϳήϣ�Ω�ˬκϴΨθΗέΩέ�Ω�ϭ�ϞΘδϳ�ήϴΗ�ϪϨΘδϴΧ�έϮթϧ�ϲΗέήΣ�

ϪϧϮ̯Ϯը

HIDING FROM
DRONES
Ϯ̰ΗϮϟ�ϪϮϠϴ̡ػ�Α�Ω

ϝΪϴՙ̡�ϪΨո
Drones are equipped with extremely powerful  
cameras which can detect people and vehicles at 
an altitude of several kilometers. Most drones are 
equipped with night vision, and/or infrared vision 
cameras, so-called FLIR sensors. These can see 
human heat signatures from far away, day or night. 
However there are ways to hide from drones. 
1. Day camouflage. Hide in the shadows of buildings 
or trees. Use thick forests as natural camouflage or 
use camouflage nets. 
2. Night camouflage. Hide inside buildings or under 
protection of trees or foliage. Do not use flashlights 
or vehicle spot lights, even at long distances. Drones 
can easily spot these during night missions.

3. Heat camouflage. Emergency blankets (so-
called space blankets) made of Mylar can block 
infrared rays. Wearing a space blanket as a poncho 
at night will hide your heat signature from infrared 
detection. In summer when the temperature is 
between 36°C and 40°C, infrared cameras cannot 
distinguish between body and its surroundings. 
4. Wait for bad weather. Drones cannot operate in 
high winds, smoke, rainstorms or heavy weather 
conditions.
5. No wireless communication. Using mobile 
phones or GPS-based communication will  
compromise your location.
6. Spreading reflective pieces of glass or  
mirrored material on a car or on a roof will 
confuse the drone’s camera. 
7. Decoys. Use mannequins or human-sized dolls to 
mislead the drones’ reconnaissance. 

1. Interception. A complicated technique is to use 
sky grabber software with a satellite dish and a TV  
tuner to intercept the drone’s frequencies. Communi-
cation from and to the drone can be intercepted. 
2. Interference. By broadcasting on different fre-
quencies or pack of frequencies the link between the 
drone pilot and the drone can be disconnected. 
3. GPS spoofing. Small, portable GPS transmitters 
can send fake GPS signals and disrupt the drones’ 
navigation systems. This can be used, for example, 
to steer drones into automatic landing or even hijack 
them and land them on a runway.
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